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[bookmark: _Toc222455604]Background
The Lustre file system allows for custom placement and layouts of stored files and directories. This is done via the lfs command and its setstripe and setdirstripe sub-commands. These sub-commands exist to allow users and administrators to control how data is managed on files and directories respectively. A new proposed change would allow administrators to control the ability of users to use the "lfs setdirstripe" command to create a new subdirectory with specific layout parameters.  For DNE remote subdirectories it allows specifying one or more Lustre MDTs in the same filesystem on which the directory should be located.  For foreign directories [1] it can specify a UUID or another identifier that represents an external DAOS container, S3 bucket, or other remote directory object that contains data objects and directories.
While both remote and foreign directories consume only a single inode on the local MDT, the DNE remote directory itself also has an inode on the remote MDT and likely further/ongoing impact on the inode usage and utilization of the remote MDT when that remote subdirectory tree is populated with files and inodes.
To restrict usage of specific MDTs (e.g. to isolate metadata-intensive applications, isolate user workloads, etc.) sites may prefer to explicitly manage or restrict access to individual MDTs rather than allowing them to access all MDTs in the filesystem themselves.  While the "lfs setdirstripe" command can be run by any user on a Lustre client to create a new subdirectory, there may be administrative limits enforced by the MDS to prevent creation.  
To control whether users can explicitly create remote DNE or foreign subdirectories, the Boolean parameter mdt.*.enable_remote_dir [2] controls whether this functionality is available at all (default = 1, enabled).  The parameter mdt.*.enable_remote_dir_gid specifies which group of users can explicitly create subdirectories on remote MDTs.  There are three possible options for the latter:
0:	only the root user can explicitly create remote directories (default value)
-1:	any user can create remote directories on any MDT
GID:	a user in the specified numeric Group ID can create remote directories (e.g. a designated admin group like wheel, or custom group like remote_dir). 
[bookmark: _Toc222455605]Requirements
While DNE remote and foreign (DAOS, S3) directory creation is similar in its initial creation of a new directory, they differ significantly in their intent and ongoing usage implications.  As such, it is desirable to allow administrators to control the creation of remote and foreign directories independently of each other.
It is desirable to minimize the complexity of the added functionality, both for users and administrators, to facilitate deployment.  The code should be minimally invasive, to simplify backporting from the community master branch to vendor maintenance branches in use.
It would be desirable if the change could be implemented only on the client nodes, which are often using Lustre packages that are built by the user, to avoid deploying any changes on server nodes that are more likely to depend on vendor updates.  Unfortunately, it appears that this control depends on functionality already implemented on the server, and is an administrative control that should not be managed on the client, so there isn't any practical mechanism to have a client-only parameter to achieve the required functionality.
[bookmark: _Toc222455606]Overview of Proposed Change
The proposed change will introduce new parameters mdt.*.enable_foreign_dir and mdt.*.enable_foreign_dir_gid on the MDTs to separate control of foreign directories from DNE remote directories.  These parameters will have the same semantics as the remote directory parameters, but apply only when creating new foreign directories.  There will be separate parameters for each MDT, in case this functionality should only be enabled in specific subdirectories residing on a subset of MDTs but would normally be set consistently for all MDTs of a specific filesystem with a wildcard to match all MDTs like "mdt.FSNAME-*.enable_foreign_dir".  The parameters will be configurable by the root user, either setting the value ephemerally via "lctl set_param" directly on the MDS node(s), or persistently in the filesystem configuration on the MGS node via "lctl set_param -P".
The new parameters can be set persistently on the MGS with "lctl set_param -P" using a parameter wildcard specific to the filesystem name to which they apply and affecting all MDTs (e.g. mdt.lfs01-*.enable_foreign_dir=-1), or optionally on individual MDTs if required (e.g. mdt.lfs01-MDT0002.enable_foreign_dir_gid=1234).  These parameters can also be changed temporarily with "lctl set_param" directly on the MDS for the local MDTs, but this will be reverted when the MDTs are unmounted, as with other tunable parameters.Lustre Filesystem
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There will also be a new foreign_ops Nodemap Role Based Access Control (RBAC) [3] added to allow enabling or disabling the enable_foreign_dir functionality per-nodemap, so that this can be controlled for specific groups of client nodes. The nodemap foreign_ops RBAC role can be set using "lctl nodemap_modify" on the MGS.
[bookmark: _Toc222455607]Design Overview
The new tunable parameters mdt.*.enable_foreign_dir and mdt.*.enable_foreign_dir_gid will be implemented in the lustre/mdt module code to separate control of foreign directories from DNE remote directory control.  Since the required functionality closely follows the existing mdt.*.enable_remote_dir and mdt.*.enable_remote_dir_gid parameters, and this new parameter only affects a specific code path during operation, it is not expected to introduce significant design or code complexity.
The use of this parameter should not add any measurable performance overhead, since all required information (process UID, GID, layout type, parameter values) are directly available at the time of the new check, since they are already needed for existing directory creation permission checks.
The enable_foreign_dir parameter will not affect the creation of regular files using a foreign layout type.  These files do not differ materially from regular file creation in terms of resource consumption (inodes, xattr size), so there doesn't appear to be any benefit or security implications to restricting their creation.  The foreign layouts themselves do not implement any access controls for the referenced DAOS containers, S3 buckets, or other externally referenced objects, which must implement their own access controls.
[bookmark: _Toc222455609]Server-Side Changes
The most suitable function to implement this check appears to be in mdt_create(),  where the mdt.*.enable_remote_dir parameter is also checked during directory creation.  One caveat is that there are no foreign-layout specific checks in this code currently, but the directory layout appears easily accessible at this point so should not cause any complications.
The mdt.*.enable_foreign_dir parameter will be checked only for new directory creation, and only for directory layouts using the LMV_MAGIC_FOREIGN layout type.  Only if the enable_foreign_dir check succeeds will enable_foreign_dir_gid be checked against the groups of the user ID performing the operation.
New parameter files will be created to allow setting and getting the parameters on each MDT instance.  Parsing and persistently storing the nodemap foreign_ops RBAC role for a nodemap must also be implemented.
[bookmark: _Toc222455608]Client-Side Changes
Since the mdt.*.enable_remote_dir parameter is an administrative control implemented on the MDS, there are not expected to be any code changes required in the Lustre client itself.  However, depending on the default and/or set values of the tunable parameters, applications may see an EPERM ("Operation not permitted") error if they are not allowed to create foreign directories as they could before the new  functionality was implemented.	Comment by Гость: I believe we need to describe what error code and error messages a user get if foreign dir operation is prohibited  
[bookmark: _Toc222455610]Feature Compatibility and Interoperability
Since the mdt.*.enable_foreign_dir parameters and nodemap RBAC foreign_ops property are set only by the filesystem administrator on the server (MGS or MDS), there are not expected to be any interoperability issues.  The client will not interact with these parameters directly, but may potentially receive an application error if the creation of the foreign directory is disallowed.  Since the parameters apply locally to each MDT, there are no protocol interoperability issues between MDTs (though generally the Lustre versions running on MDS nodes are required to be the same).  At worst, if mixed MDS versions were running at one time, and depending on the parameter settings, it may be possible to create foreign directories in one directory tree and not in another, though this shouldn't be more restrictive than before the MDS software was updated to contain the new feature.
These new parameters will not affect existing foreign directories in any way, only the creation of new directories.
The default value for mdt.*.enable_foreign_dir will be "1" (enabled), to maintain compatibility with the existing mdt.*.enable_remote_dir parameter default.  The default mdt.*.enable_foreign_dir_gid value will be "-1" to allow foreign directory operations by all users, since there doesn't appear to be any significant benefit from disallowing the creation of new foreign directories by default as they would not increase Lustre resource usage more than creating a regular local directory.	Comment by Andreas Dilger: I'm open to changing the default value for the _gid parameter.  I don't think restricting this by default has much benefit (capacity or security wise), and may impact existing workflows if it is disallowed for regular users.
The nodemap RBAC foreign_ops role will be enabled by default, as are all nodemap roles unless explicitly configured otherwise.
[bookmark: _Toc222455611]Testing New Functionality
The new enable_foreign_dir and enable_foreign_dir_gid parameters and foreign_ops nodemap RBAC are only affecting a single operational code path, so new testing can be isolated only on this operational code path.  Since there are multiple different parameters, each should be exercised with the different classes of settings.
Test Cases without Nodemap
· disabled (enable_foreign_dir=0)
· verify no foreign directories can be created by root and non-root users
· enabled for root user (enable_foreign_dir=1, enable_foreign_dir_gid=0)
· verify the root user with UID of 0 can create a foreign directory
· verify a non-root user with UID not 0 cannot create a foreign directory
· enabled for a group (enable_foreign_dir=1, enable_foreign_dir_gid=GID)
· verify user with GID of enable_foreign_dir_gid can create a foreign dir
· verify user with GID not enable_foreign_dir_gid cannot create foreign dir
· enabled for all users (enable_foreign_dir=1, enable_foreign_dir_gid=-1)
· verify that user with UID not 0 and GID not enable_foreign_dir can create a foreign directory
Test Case with Nodemap Enabled
· nodemap and globally enabled (foreign_ops=1, enable_foreign_dir=1)	Comment by Гость: Can not find this option in the master. Is it the new one? Should be described above?	Comment by Гость: I think this is about RBAC parameter.  If yes, can it be mentioned at "lctl nodemap_ modif" example?	Comment by Andreas Dilger [2]: Yes, it was described above in the "Overview of Proposed Changes" section, but it was split into two parts.  I've put them together into one section.
· verify client in nodemap with RBAC enabled can create a foreign directory if the global parameter is enabled
· nodemap enabled, globally disabled (foreign_ops=1, enable_foreign_dir=0)
· verify client in nodemap with RBAC enabled cannot create a foreign directory if the global parameter is disabled for all users
· nodemap disabled, globally enabled (foreign_ops=0, enable_foreign_dir=1)
· verify client in nodemap with RBAC disabled cannot create a foreign directory even if the global parameter is enabled for all users
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